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PROBLEM TO BE SOLVED: To provide an 
authentication method to set connection between 
devices desiring data transmission reception 
under a communication environment using 
communication standards, such as Bluetooth. 
SOLUTION: The method is configured, such that 
the authentication procedure to set connection 
between devices desiring data transmission 
reception is decided for a single authentication 
procedure or a mutual authentication procedure, 
on the basis of the authentication condition set to 
a device receiving an authentication request in 
devices that transmit/receive data. Thus, the 
setting of connection between the devices going 
to send/receive data under a communication 
environment operated, on the basis of the 
communication standards, such as Bluetooth, 
can be conducted more reliably and accurately. 
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(71) *^£J 


a^l ^gAi g^i-^ oHE^3-i- 416 


- 


(72) a^iS^F 


a:?l-£S2J>^PI xj a| 1 63-7£| gj Eh§305s: 
















(54) SAlZhSI 1 







^ti 7HA|€hi^K ^^go|| ix|-=. ^:^|0|E^# ;ift oi^ ^ o|§ ^i^m -.Aj 

S*|o|| ^S£|CH Si-b 2}^^^o\\ cc^a^ I:■i|o|E^ ^of-^ S-*|e>o| o^g -y^g^ ^|oi- ofgigxl-g cj-^ oj^ 

g:^!-^ ed&^i ^rmm ^2i^\m ss^^o^ ^sy^f^^ ^^sick cci-bh. #ai 

£E 2A.Bfe J^f^ ^cHAi ojg o.^ 7Ha|^o| ^xi- ^g^^olcK 

i 4A. 2-71 ^no\\JA9\ ojg. a7:^£o|c^. 

£ 5A, B-^ ?|7F ^S&l ^^1 S7:^£E0|C^. 
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^ ^a-E c:^|o|E^ %^^o\ 7|-^o[ S^l (device) Z}^l o^a(connection)# a(establishment)eF7| oj^ai-goil 5+ 
2 -aS^ ^l#(authentication) ^^o^l SSf ^olcK 

#a|3Ho| ?^Io|S(cable)ftlo| ° Aj^ii^>-.(raciio frequency, RF)# o|S§^cH 2^^^ S^F^pl (electronic 
devices) ^!-cH| Jl^o^ ci|o|Ei ^^Ajg 7^fe3^7^| ^l-fe ¥<d t:i|o|EH #a| fl^docal wireless data 

communication specif ication)o|cK o| g^^>i^ -^sSFgJ-i^si CVSD(Continuous Variable Slope Delta 

Modulation)^ xHs«^o^ gz}o| xflsf aoi DiioiEi^ ^^oiJi 7^^§^c^. 

oMoh g^^^fij- o|§^F^ ^dlfSojjAi Di|o|Ei# $^Aj§^7| c:-i|o|EH# 

51011 s^ffe S-^IZJ-oll ^2 (connection) o|-^g.H|olot *}cK ^afge 3711 RF#7|« gf^^ Jifg, gAj 

s^j ols§^-^ #de-scHi cH*h n^o\ ^^^m oi^oix|x| gfo^7| ^^011 A^-^^ oi^oh 

^\^\^-\ ^ ^•'il-E m^^di2.\ ^Ai ff^s o|§3^■^ #^€^Soi| SicHAi, Qi|o|EH ^^Aj# S^F^ S-^IZi^l 

^#^zjcHi Di|o|E^ ^^Ajs 2^a« tiSoF7i oJ§^^x^# ^^^g^i-^ ^iig^i-^cL-ii 



A^7| s3Hg« ^|3^oi ^ "^^Sojl ci^^ ^^a^. ^^^m, t||o|Ei# ^^^^ ^ S-^I^J-^ aS# -^S^PI 

^Isl £IS S-aoll SicHAH. (a) S^fe A^qj g^*|£^o| o|^gx^S ^IBSpl ^I^H S-*|^o^ XHI 1 oj§ 

S.^ D1|A|;C|# tf7i|;(b) ^-il 1 Di|A|X|CH| qiSh D^|A|X|7^ ^^AjSlS. S:^S| #S|-£Coi| IXF# 

4:S£| D||A|7:|# ak:h g.*]^ ^SSh^Ai x^x^§^^ (c) (b)tf71| ^^x|M^E^ xij i d1|a|a|7F -^-d^S, 

:^-i| 1 CHI'^1^171- ±.^S\ Di|A|A|0{| CDgJE]^ g& Di|A|X|o|x|# th><l:(d) (c)t^7<Io| jfJlHSolK Jil 1 [)1|A|X|7|- %^ 

D^|A|A|7^ OFM JI. n 2 ^ISS^ Dil>^l^|0|°3, Xil 2 Dl|A|^10i[ CHgi)^ DilA|A|# Ak7| AV[:H ^^^1^ ^#oh 

t EJ;^!; (e) (d)£}71l ^. -ycH S-*|^^E^ xij 2 d1I>^|7:|7F ^^^d^le^ . H 2 Di|A|x|7F ^§ o| Di|A|x|oi| qgsM^ S& 

D||A|X|o|x[# x-ilH^F-^ t^^l;(f) (e)y7i| J\\ 2 Dij^|:^|7^ D«A|X|01| CHSH|^ %^ Dl|A|X|0|a. o|§:g:Ji:|. 

# £[7^|# it&oF-^ 7Ao\ bHfi|3|-cK 



'^^\ ^^^opl ^leFCH ^ «^D|o|| ixt-# -^-Jd^^ E^-HolEH-^ #4^Ai& ^ ?^a# ^SoF7| 

^^Soil ^oiAi, (a) ^i&F^ ah:^ ^# 4^ISop| ^jo^ x\\ 1 ojg^i^ i>i|a|x|7|> 

7\\ 1 oig^zp Di|A|x|oi| cHgHl^ ga Di|A|x|# t[7i|;(b) (a)E[^l -yen ^^*|^^E^ ^go| 

Dil>^l^|7F 4^>j£ia. x^A|o| o|g ^2 « x-il^eh-^ ^n-Xo) xfAisi oi^ ^^ng jt^i^of -y^ oj^ol :ii 
Di|A|x|# xH5,^^U. ^-il 2 ^SS? D«A|x|# A^q^ E[7il;(d) (c)e^7^| ^g^:. §-*|^^eH xi| 2 

^Igozp. D||A|X|CH| CHSSl-b S& Di|A|X|7^ 4^AjS|g. (c)y7i|Oi|AH XiS^oh D||A|X|Oi| CflgHl^ %^ D]|>^|X|# A^q^ 

^ ##o^s>^^ sxi-# ^i-^^F^ E>74is ^t^^i"^ ^doj b^l}^e^cK 
oioK a^a &3£^i-oi ^ -^uii^i 



^ 7HA|^(l00)iif ^^^(110)^^ ^.^Sc^K eJ#S^ 7HA|^(100)ii^ ^t!^(110)-B 

^fif #^l ^f^am t||o|E^# ^^Ajfi- ^ AH^ cf^ ^^xjoii ^bl^cK o^is #ol, 7HA|^(ioo)-E & 

^J^oil sHiTsI^ &*|oi| =f-^\s\^, ^d^(110)-B ^^d^oll sHif^l-c- ^^*|ofl ^u|£jcK o|5is> oj^^^ :?||a| 

^(100)2f ^^^(110)^ ^A^A ^d!!^ HO] °]Eiii||o|>i^(Host Controller lnterface)(102)(112). ^B. ^b.\x[ 

(Link Manager)(106)(116). gE[-^(end pQrtion)(108)(1 18)« il^£.H^K gjH ^^£|:^|-S(1 06)(1 1 6)-E ^^^^ Dijsai 
(105, 115)S Slj-^^EK 
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2(layer 2)o|| SHi^^l^ Sl[:ti£| (Interfaced ^S&c^K 5. ^^ ?1^S.=?- 7HA|^(ioom SJ^S.^ =^^^^(110)0| SH&£| 

2i^^(D| £A|£l)^^ ^a|£! g^s £A|«^ ^do|cif. s^H(a| iA|i!)fe ^si^i gAj :p^^oi| Ec^ 

#d f^^«>il SHoilAi A^-«^ x^^i uHoi| ^^l^l ^[\^[o\ H#0|cK 0| s:^e(D| iA|g) 

^, S:^HXH|CH ojE^itj|o|^^(i02)(ll2)£F^I ^2 (connection)^ ^1 -SS^h^l ^^hoi, s^\o\o\ 2o\\ oH&£]^ 

^l-s-S T^Sol--^ L2 CAP(Logical Link Control and Adaptation Protocol) S SS(Application)7|-^ zp. 

^^a|:^Kl06)(ll6)-^ §A| :^ofoi| cc^^^ DiloiEi ^^tim Soh^ o^s# ^§ °i sHxii 

(connection estabtishment/release)ohJl. ojgol §Hfe^£|-^ S-^l^l 113 ^^a|:^Kl16)(106)^}oj| g^^l g3# 

^?^(handlinQ)3h^ ^I^S =?^SohSE^ ^£iSi::K -^ol. Dfl ££|(105)(11 5)^ ^Hifsl^ l>^*lZi^ ^S^PI ^SH 

IIH Hmm#(Link Management Protocol, ol^KLMPaHl d||>^I^I# ^i&£.H^K 

Sti^{l08)(ll8)^ l:^|o|E^ $^Ai# xiaifih t*i|o|r^ ^H(Baseband) no\m ^^a|-^, § 

^^^cHi #d #So«AH i:-i|o|E^# ^^Ajo^zixh -^[^ ^^x|Zi-oj| ji^nKRF) -l-iiJ^ :^F^o|'7i| ^[y\ ^dH^, 32 

§J ut^# 'yM(symbol)^ ^ t^o^^ >'l^ §S si^^hcK bi|o|>i ohh xi|ol ^s^F/^s^F 
(coding/ciphering). nH?vl tH#il{packet handling), s9(hopping) #^1 SS^^cK 

(110)011 ^ti|£joi 91^ aai;^Kio6)(ii6)z}s| 7^x^ ^is@ck 

i 2A. ^ ^^Soj| cch# oigHj-igg ^|y^|.-Dj| SiOlAH. oj^^^ 7Ha|^(100)s| :^^SEO|:il, i 3A. B-^ ^ 
□goil ix|-# oigo^^ag 4^goF^til SicHAi, ^^-id^^l §^ *Sio|cK 

i 1 . £ 2A, £ 2B. £E 3A S! £ 3B« S^S^hoj & ^goil ccF# oigangoil cH*H -^S^l-S 

ei^l. ^SS? 7Ha|^(100)s| aa ^^a|:^Kl06)7|- 202CH|A-i #tJ-^(l08)"i- ^^^[Oi ^#a^(Authentication 
Request) LMP cH|A|x|(LMP_au.rand)-l' Eh^l 302ol|A^ o|§a^ ^a!^(iio)sJ HH aa|^Kl16)^ SE!-?- 

(118)# S^H LMP Dl|>^|:^l(LMP^au_rand)# ^^J&c^K 

303oi|Ai ^3. ^^^\n{^^6)^ ^^^t LMP CH| Ajxl (LMP_au_rand)cHt C^tl 2}^ 

S 2JgS^ LMP Dl|A|xj(LMP^au_rand)oj| smH|oi (random )SS£|' &a|xKl16)7h S^^m 91^ ^\ 

(key)SM# o|So[ ^>4S^ ol# g^S 7^|>4t^c:K EJ-:?il 304oi|Ai S-a|xKll6)-c- 7i|A}£i oj§ ^a^^^^g o| 
# ga- LMP D||A|x|(LMP_sres)-l- S£h^(118)# a^3^oi oj^s.^ 7Ha1^(ioO)HS ^#£.HiK 

0|CH| cl:^^^ 7Ha|^(10O)^I ^al^KlOe)^ 204Oi|AH #E>^(108)# ^^#£1- eJ§ g& LMP CH|A| 

x|(LMP_sres)# ^dthi^K 2060i|Ai &a|7:Kl06)-^ n^dS S& LMP CH| a|x| (LMP^sres)^!' 

*i|a£[cK 202o\\M ^mtl LMP oilAlxloll S1J-£|CH ^a(random) ^3. & 

^|5CK106)7^ S^^m 91^ 5^l(Key)SM# ols^hoj oi^cHtic^K ^. tia Sa|xKi06)^ :?chAjo| s^eHQ sife ^'ISM 
s^ 2J#fi^ LMP D||A|x|(LMP_au^rand)of| SfhAj^i gisgss o|#Sh 04 gji^^ &a|XKl 16)^^Ei :4=A|g^ oj 
#83 LMP i>l|A|7:|(LMP_sres)oj| S^^£|cH 91^ °J#S3:iif h| JH^^cH , f^xH ^a|£] ojggy- lmP Oil A|x|(LMP_sres)7^ 
x|# *i|aoF£^ ^o^^^ ^ 01 o| ttH. Ha ^a|xK106)£^ aa ^^a|xK116)-^ ^l(key) SMS ?c^-^cK 



E[:NI 206oi|Ai *j|a«h ^^qi ^Ajsj oj^gof ^mp Di|A|x|(LMP^sres)7h ^:§:§W afooj^ aa|xKl06)^ sHS" 

^^S0| -^nlKfaiOt^ ^^E^om. 208oi|AH ojgoJI cH^h ^iz|| tl^l oil* BHif^l-^ 

^(D| £A|£!)^Jl^ oj^s^ ^d^(llO)^^ oHif^^ ^#^^So| -ynHsJSlgS ^m^: ^ Sic^K nal 

31. 210oi|Ai sllii-^^ EiS B^ti^i, 



m-ii-l, y^l 206Oi|AH aiif. ^^1^1 °]#g& LMP 01|A|x|(LMP_sres)7h ^^t} ^dH^ ^a|x^ 

(106)^ 2120||Ai t4:^ ojg >^^^7i\y\ Q^EfTil (pairing process)oi| ^Hfe^^^ x|# *^|3o^c:^. o|-^ ah 
a|xKi06)o|| ^b|£|oi Dflaa|(l05)oi| 9\o\\ g£7^ xix^Hjc^ 01 -xioii ^x^a^ aSfjcK ^, Di|Ha|(i05)ofl 
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(initialize key)SMO|cK cchafAi. g3 aa|xKl06)(116)^}oi| o|§^^ gH ?|(|jnk key)# ^^§hO:jof fi-cK ija oa 

o|oi| cc^^^ ^XH ojS 'aS£[:^|7|' g^th^loil §H&^S. t^^^l 214o^|A^ g3 a£|xKl06)-^ J'l-g -a-fejsi- 

7| LMP Di|A|7:|(LMP_comb„key 5£^ LMP.unit.key)S SEi^dOS)-! S^SW 4^>y^(110)^^ 

°jAi D||SE|(105)0]| :^i§^2hcf. LMP.com b_key^ 83 ^^|:^K106)7^ S^sm 2it n §3 ^£|:^Kl16)7F M 

Si-b ^1 SS-i- oj^^hoi ^^s^HtcF ^ tin LMP Di|A|x|^Ai, ^fi. ^\ 

(combination key) Di|Aix|o|cK LMP.unit.key-^ &^|:^K106)7^ M^em oi - ^| gselS ol^sfoi g 

3 ^1 SM# m ttH ^Ss)^ LMP cH|A|x|^A-i, T'Kunit key) d1|a1a|o|cK 

ElMI 2140i|Ai 5'! Ay^S ^iS- LMP Di|A|xp^ sja i^^|XK116)^ t^^MI 308oi|Ai x^Ajo| ojg^^g ^^i^ 

tl-t^K el#(Mutual authentication)S^^7^ Hei^jcHot x|# gi-y^^ ^ SMo|cK ^ 

-yxi oi|cH|Ai^ o|§ ojoi|o|#(Autlnentication_enable) SM# olgoj-ciK cH|# ^oj , x|-ajo| oj§ o|ono|^gM7h 

'OxOVM -aa^cH SiHS. -y^S^^ol :I121^ JX^ 7A^^ SEia-c^K 

308^1 'fe^2:^#o| usii! SSL7^ o^xH 4=a|£I lmp Dj|A|x|7^ ^^^S ^Ith ^o|h^, na 

^^a|:^K116)^ El^l 309o^|A^ g3 7| ^joh ga- i}l|A|x[oj Djl a|x| (LMP_comb_key LMP_unit_key)# 

#t!-^(118)# 3^S^0:| oj^^zp 7HA|^(100)H^ ^S£}^K 0| [EH. LMP 01|A|x|^ 2140i|Ai ^#£1 Dll 

Aixjfih ^T^isioi ua ^B|^K106)7|- M^^m ?l ^^B|xK116)7^ ^1 §s# 3sffoh a 

o|#§^a| Ha ^1 SM# ^^op| S^oii, ^| D^|A|x|(LMP_comb_key):'^ £JJ1. Sa ^^H.|x^ 

(116)71- Si^ ?! SMei# o|St^^oi Ha n SM-i- ^^^^J1X^ ceHoII^ 7| fi?- CH|A|x| 
(LMP_unit_key)7|- ac|.. 

a c^# ^ha|xKii6)^ e7^| 310O1IAH ga ^^°]-cF. i!3 ^^a|xK116)■^ ga &a|xKi06)s|- ga 
(116)Z}oi| gH ^^§3^71 ^ItH #^>Mo[ LMP cH|A|xi7|- a.^ Slf 7| E>il A|x|(LMP_comb.key)^! S-^oij. 

§:Il^oi| al^si-oi ga ^^£i-tiK zlB^u^ gn aaixKloe)^ ^t^ 7| D||A|x|{LMP_comb.key)« 
^#ohao^ g3 &£|:^K116)^ ^1 D1|A|x|(LMP_unit.key)S 9^oi|, ga &a|xKll6)^ xhAj 

ai 5^1 sMoii a|^s^o^ ga ^^*i-cK 5E. ga a£ixKio6)fih ga s^bi^ki 16)^1-011 ^^^-^ lmp chia|x|7|- y 

^ n CH|A|x|(LMP_unit_key)el S^cHI. ga ^^a|xKl16)^ ga ^a|xKl06)s| 7| S^oll 2.|^3hoi ga ^| 

» ^^o[c^^ o\9\ 7|^o^ 5^17^ Aj^Hjo^^ ohT^i 31401|A^ ^ ^E[71|o|| AH o| ojgg^^^ ^^^^hI::^. 

IlB^u^. chT^i 308a| *l|aS:aK 'fe,^:^^#o| JieiS tta7^ SIH°3, ga &S|XK116)^ 316oi|Ai ga 71 ^ 

LMP D||A|x|# CHI said i5)o« xi^^?[cK 3 t^Tll 318o||Ai gH &a|xKl16)fe LMP C}i|A|x| 

(LMP_au_rand)# #t^'^(l18)S a#oFa| oigozp 7Ha|^(ioo)H^ ^St^^K 

e^Q. ga 3a|xKi06)fe E[7i| 214oi1ah ga7| fleh lmp e}||a|x|# ^, e[:^| 2i6oi|Ai ^niHS-*!©! ojg 

fi?- ^d^(110)H^¥Ei LMP Di|A|x|7h 2180IIAH g3 3a|XKl06)fe LMP D||>^lx|« *i|a£hcf. 

^, ga &a|xKl06)^ LMP D||A|x|-7F ga 7| lmp Dl|A|x|(LMP_comb_key £E-^ LMP.unit^key)^! 

x| LMP oi|A|x|(LMP_au_rand)eJx|# x||a*[cK xHia-^ ^^-^S DflA|x|o| itl|o|^^(payload)cH| 

§M(identilication information)(op code)S olg^Foi ^S^icK ^^ ga ^^a|xKl06)^ ^^^th ^'iSaojl o|sf| e^xH 
^d^l LMP D^|A|x|7^ ga 7| ^|of LMP t}l|A|x|oix| LMP Oil Ajxj o|7:|# e-t^£[cK 

EfTII 2180<|Ai xilatf T^dS LMP DflA|x|7|- ga 7| LMP D||A|x|{LMP_comb_key 

LMP_unit_key)o|S. tM| 220oilAi ga ^a|xKl06)^ sHi^Hl-^ ga 'S^t^c^K oj [£H. ga ^^a|xKl06)^ ga 
aa|xKl16)Sh ga 7|# ^§3^7| ^j^H ^^^^ lmp D^|A|x{7^ n Di|A|x|(LMP_comb_key)^i S °<>iL 

a^iiW sl^e^oi ga 71-i- -g^tl-cK 3B^|-^ ga ^^alxKlOe)-^ ^tf 7| S:^ i>i|A|x|(LMP_comb.key)m 
^#^^«ou^ ga ^^a|xK116)-^ 7| Di|A|x|(LMP^unit_key)# §^oj|. ga ^^a|xKl06)^ ga 

^a|xKii6)a| 7| s^oii o|^^^oi ga 7|# ^^o^c^. ga ^a|xK106)fi^ ga ^^a|xKii6)2>oii ^^>Jo^lmp 

D^|A|x|7^ 71 £^ D||A|x|(LMP„unit_key)?J 3^oi|. ga Sa|xKl06)-^ xfAio| g^oil a|^§^oi ga 
^^tfcK o|^^ ^-E 7|^o^ g3 t^7ll 210oi|ah ^7| g^t[^|oitAio| ojg ^i-sthcK 

aBiL.f, 218cH|Ai x^iat^ ^oiK LMP [>i|A|x|7|- LMP oil Alx|(LMP_au_rand)o| °j , ga ^^a|xKl06) 

^ 2220i|Ai zioll cHtf LMP o«a|xi# §tf^(108)« S#oK>i oj^^^ 4=^^(110)^^ ##E.H^K 
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« « 



o|oi| ixfaf ^>M^(110)S| ^£|XK116)^ 320oilAi ojggg- LMP Dl|A|^l(LMP_sres)# ^^°|c:^K ZL 

3220||Ai 113 &a|^Kl16)^ ?JSS^ ^1* *^iat^E^K 206 

oilAiki- §^o^ a^A^o^ o|^o|?yt^k 322o\\M M\3.t} S:^^ ^Ajsj ojgg^. Di|A|x|7^ 113 aa| 

XK116)-^ QfTil 3240j|Ai ojg §m, 314o||Ai SS«!-ciK ojg ^^H*^^|^ cj-Tfl 208o^lA^£^ 

ZlBlL-K c^7i| 3220i|Ai *||3£[^I1K ^^gfeUMP D^|A|X|7^ ^so^ g^oil, g 3 ^£|7:K116)-^ e^xH S 

3 ?| -a^g ^S- LMP Dil>^l^l T^^oil ^0|°S, ElMI 3250i|Ai Dl|aa|(i 1 5)o|| x-)§-£|cH oi - ^It.^ 
LMP Df|A|x|o|| cHg^l--^ o\\M^\o\\ *H&£|^ LMP d||a|x|# #y^(118)S S^H ?J§a^ 7Ha|^(ioo)^^ 

cK aa|Jl/t>7fl 326o]|AH &a|xKl16)t -y:^! 310o^|A^2^ 5?|« El-^l 3140i|AH 3 

y\^M^ SFai^^Kloe)^ 2240||A^ s'l d«a|x|o! l^p oiiAixph ^>J£1°3, ^7i\ 

2250i|AH 4:A!g LMP D^|A|x|7^ EhTll 214oi|AH d«a|x|o|| cHSHl-^ o||A|x|o|x|s *i|a*}cK c«g£| 

^ g& Dil^l^leJ S^cHI. ^^a|XKl06)^ tf^l 226CH|aH Et^l 2200||A^^^ ^o| 113 5^|-1- ^^SF^, Eh^il 

210oj|AH S^tf^|oi|Aio| A^^o|§ g^ohcK aB^u^. y7^| 2250l|Ai xflafi- S^K LMP D^|A|xl7^ cH 

212CH|Ai 113 a^|xK106)7^ *i|3tf a^K S^Hsl ^2 ^SE^^^7^ g^E^^|7^ o^u|a. 2280IIAH 
g3 ^a|x|-(106)-^ a (connection) Dl|A|x|(LMP^setup_complete)o|| sH&sl^ LMP cH|a|x|# ©Igfi^ ^ 

A|^(llO)H^ ^#oFojA-i Diiaai (105)011 xiS-ohQK 

o|o|| ttiBi 113 &a|xKl16)-c- e^^l 306o||A^ Di|A|x|o|| sHfefsj^ LMP Df|A|x|(LMP_setup_complete)S 

^ti^m sjoi. 308oi|Ai u^2^ ^01 xhAjoj of§^a « x-||3§h7l| gcK *l|3aiiK 4,^^*y§o| Sfiol-x| 

3^011. 311oHAi 113 aB|xKl16)^ LMP Di|A|7:|oj| cH^h Di|A|x|o|| Sll&si^ ^2 -yS LMP CH| 

A|x|(LMP_setup_complete)S eJ#fi^ 7Ha|^(ioo)^^ ^S^FJl. 312oi|AH ojg g^^^ ^So|-:il ^HiTs)-^ o^2 

113 aaixKii6)fe 308si *ll3auz^. A^2;oJgo| sas- a^oii th^i sigoiiah ^ajs as -as 

LMP Di|A|x|(LMP^setup«complete)# Di|Ha|(ii5)o« x|4^ofcK "E^n 3^Bo\\M 1|3 5+a|xKl1.6)^ LMPDi|A| 
xl(LMP_au_rand)# 2J§S^ 7Ha|^(ioo)H^ ^#£|cK 

113 3£|XK106)-^ Ei7<| 230oi|Ai ^HiH §-*|ol ©igs^ ^ Q)o^^E^ LMP Di|A|x|7|- 2320||Ai 

DflAlxpl- LMP Dl|A|x|(LMP_au_rand)&x|. o^g lMP d1|a|x| {LMP.setup.com plete)£lx|# 

*ii3^^cK *ii3^^4^-^ 218ol|A^s^ #aoMi oi^oi&ck 

e^^l 2320||Ai *||3£[ SJiK 0i|A|x|7h ojg lMP D1|a|x|o|°^, 1|3 ^^a|xK.106)t 2350i|Ai ojg 

sHif^^ ^s^.^ "E^n 2iooj|Ai #^^^«^k zls^L.^, e^ii 232oiiAi *ji35i- 

2J3L^. =7^-^^ LMP Dl|A|x|7|- LMP D||A|x|(LMP_au_rand)o|S. 1|3 aalxKlOG)-^ 236o||AH 3L0i| cWt} 21 

113 &aixKii6)^ t^7^l 32ooi|A^ ojgga D^|A|x|7^ ^aj^is^. 322oiiAH A^^oF ti^£^ ^oi ^^^aj^i 

LMP D||A|x|7^ ^S:^»-x|S *l|3£fcK Eh7j|. 322011 Ai *^|3S•2:a^, ^^Ajaj o|§g^|_Mp D^|A|x|7^ ^S^W atHS. 1! 

51 &B.\x[(^^6)^ 324* ^a&cK IlB^L.^, r^^Aja ^J^ga- lmp Df|A|x|7h ^s.^[&. l!3 aaixKne)^ 

3270i|Ai Dll Hal (115)011 x\^^s\o\ oj^ D«A|x|oi| CHS^I^ oi|A|x|o| LMP D1|A|X| 

(LMP.setup^complete)# 21^2.^ 7Ha|^(100)H^ ^mt}c.[. ZLa|ZL. 113 ^^a|XK116)^ Ei^il 328oi|A-i ojgg 
xhS sHa^l^ 9ja# -aSeh^, 3140i|Ai ojg -yg ^Kgg 

113 &a|xKl06)-c- tMI 238o||Ai oj§ ^g lMP DflA|x|7t ^^il 239oi|Ai A^^o^ c|.7j| 2280i|Ai D||Ha| 

(105)011 x■l^^^^ LMPoil qjgs)^ g3 oi|a|x|o|xi A^|3^[cK xi|32jiK ti^g^l^ SaD«A|x|o| g^oil. Eh^NI 240oi|Ai 
113 ^ha|xKl06)-^ SJg^xhS ^^^oF2I. 5f|fe^£|^ 2^aS -aSsI ^. t-^^il 210oi|AH ojg ^g ^<a# g^t^cK 

3Biuf. ch7(| 239oi|AH a^K tHS^I^ S& D^|A|x|7^ o^t! g^oii. 113 SfaixKloe)-^ cHgsit m|A|x|7F 



i 4A^ g ^(pairing) t^Til oil Ai ojg ^xFio{| cHt^ ^H^i^AH, ojgoil §^o|cK Ix^a^Ai. ^ 
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KlPRiS(g:'H^6^gs) itiioixi e / 16 



4A0j| iA|£! b^£^ ^o|. 7HA|^(100)S| ^L^al^Kl 06)011 cHti- ^ol|o|#(Authentication_Enab!e)^ 

"0x01 "^^§^cH ^:i2, ^JSS.^ 4^^^(110)s| t!3 i^£i:^Kl16)o|| cHth '2Joi|o|#{Authentication_Enable)^ 

0\^[ ^o| °loi|0[#o| -^SU ^^^oilAi, oj^a^ 7HA|^(ioo)s| sjH B£|XK106)71- =7^d^(110)s.| H 

H 3B|XK116)^ £J#S.^ LMP Di|A|7:|(LMP^au^rand)l- ^#^^23. ^(110)^1 il3 ^^^|XK116)^ aol| 

S3 Di|A|x|oil sHfe^sl^ g& LMP CH|A|x|(LMP_sres)# 7Ha|^(ioO)s1 HH 3£|xK106)^ 

o|oi| tc^^^ ojgs.^ 7HA|^(ioo)s| §3 5+B|xKl06)^ t!3 ^'im |_mp cniAixKLMP^comb^key EE^ 

LMPluniUkey)# ^^^(110)^1 ^B. ^^\x[{^^e)^ ^m^^M, ^mtl LMP Di|A|x|# [}i|2.a|(i05)oi| xig- 

£FcK oj^^zp A] ^(110)^1 113 ^£|XK116)-^ i!a ^l-l-a^opl ^el-LMP Dl|A|7:|(LMP_comb^key SE^ 
LMP_unjt_key)7h ^Ai£j°j, ZLOi| cHaf S3 oil>^l^|oj| Sfli^Hl^ §3 ^a^op] ^|oi- lmP di| a|x1 (LMP_comb_key 

LMP_unit_key)-l ?}^SL^ 7Ha|^(ioo)^I ^B. ^y^.\:^H^Oe)^ ^S^hlH, sHi^Hl-^ §3 ^11- -^^£^^1. 
E}7<|oj|AHo| o|§ SS«hcK 7HA|^(i00)Sl ^a|XKl06)-^ HH 'a«§^7| ^Itf LMP Oi|A|x| 

(LMP_comb_key LMP_unit_key)7h ^Ai£|g^ SHifHl^ ^^§1-21. a^t[7i|oi|Aio| ojs # 

£E 4B0II fEAia b^fi^ ^oi. ^isa^ 7ha|^(ioo)si sai^Kioem ^^^{iio)s] &£|xkii6)oii 

CHS 2Joi|o|S(Authentication_Enable)e "0x01"^ ^S£|CH SU^K 

o|£^ ^o| o|# ^icHjoisoi -yEijoiiAi, 7HA|^(ioo)s| i!3 &^\^H^oep[ ?1^2i^ ^<ll^{^^0)^\ U 

H ^a|XKl16)^ LMP t}l|A|x|(LMP_au_rancl)» ^#ol-oj. eJ#2.^ ^Aj^(110)s| 1|3 ^^BlxKllS)-^ 30j| 

^t} SeDi|A|x|o|| sH&sl^ Sa LMP of|Alxl(LMP_sres)« ^Sfi^ 7Ha|^(ioo)^ 113 Sa|7:Kl06)^ 

o|oi| cc^B^ 7tjA|^(i00)^l 1!3 &a|xKl06)^ i!3 9\m ^^My\ ^la- LMP CH|A|x|(LMP_comb„key 

LMP_unit_key)# ^Aj^d^o)^ D3 a2.|xKl16)^ LMP □1|a|7:|# D]|a.a|(i05)o|| x-jS" 

oj^ozp. 4.Ai^(iio)a| 1!3 ^^a|xKll6)^. xhA|o| o|^ oloj|o|#o| ?}^o\ ^S^oi 91S.B. 

^, 1!3 9\m -a^^Pt LMPDl|A|x|(LMP_comb_key LMP_unit_key)7F ^aJ£|°^. Di|R£|(1 1 5)oj| x^^^^^c^ ^ 
^^^S, LMP CH|A|7:|(LMP^au^and)# 7Ha|^(ioo)s| 113 &£|XK106)^ 

21^2.'?- 7HA|^(100)S| §3 ^^B|XK106)-^ 1!3 9\m -S^^PI ^t} LMP Di|A|x|# ^goh A^E||oj|Ai ei^oz^i 
(110)^1 §3 5^a|XK116)^^E^ °J^S^ LMP E}^|A|x|(LMP_au_^and)7^ 4^A|^a. nojj CH & #3 Oil A|x|oi| sH^^^ 
S3 LMP D«A|x|(LMP^sres)# ^ti^{^^0)2^ 113 ^^£|XK116)^ ^Se-^c^K 

ojss^ 4^d^(ll0)^l t!3 ^^^|xK116)-^ ZJ#S3 LMP Di|A|x|(LMP_sres)7h 4^AjH|Dj ^ t}i|sa|(il 5)oi| xi^-oras 
D3 5^1 Ag^# LMP Di|A|x|cH| CHS^-^ S3 CHI'^I^I^ LMP CHI a|x| (LMP^comb_key SE^ LMP_uniUkey)# 

^ 7HA|^(l00)a| 1!3 ^^a|XKl06)^ ^. ^H&SJ^ lj3 9\m ^^oUa ^7| :g^^f7i|0i|A-| o| Ak^ ojg g^^^ 

S^t^i^K 7HA|^(i00)^ 1!3 ^^£|XK106)^ 113 ^| ^l^.^ LMP Di|A|x|oi| i:HS^-^ S3 LMP d1|a|x| 

7f ^Aji|^. SH&£|-^ 113 9im a^om. ^7| tl-TilOilAiol oj^ g^f-g ^^oj^c^ 

i 5A^ 113 ?|7|- ^^£1 ^, o|^^ o|g S^^Pioii qiSf ^'H'^^^ah. ?1^o\\ o|o^ g^o|DK cL^a^A^, 

i 5Aoi| £A|£! d^s^ ^o|, 7HA|^(100)^I t!3 ^^a|XKl 06)oi| z^t} 21B ?Joi|o|M(Authentication_Enable)-B 

"0x01"^ ^§sjcH ^Jl. T^d^(110)^l 113 ^^£|^K116)0|| cHoj. ojg Sloi|o|#(Authentication_Enable)-& 

o|^^ ^o| oj^ oioj|o|go| -^ss ^^&l|oi|AH, oig^^ 7Ha|^(ioo)s| 113 ^a|xKl06)7h ^^I^(110)^I H 

3 ^^a|xK116)^ 2JSia^ LMP Di|A|x|(LMP^au^rand)# 21^2.=?- ^a|^(i-|o)^ 1!3 ^^^|xK116)^ 30i| 

^2} S3 D«>^l^|o|| §H&£|fe- S3 LMP D||A|7:|(LMP^sres)# ei^S.^ 7Ha|^(ioo)s| §3 &a|xKl06)^ ^^t} 



o|oi| cc^a^ ojgs^ 7HA|^(ioo)a| 1|3 &a|xKl06)^ 232 -^S LMP £H|A|x|(LMP_setup_complete)-i- 
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KipRis(s:>H^&ige) mo\x\ 1 1 le 



^^1^(110)^1 ^^^|XK116)^ ^#o|-SAi. ^#o^ ojg LMP Di|At^l(LMP„setup_complete)S.Di|S£| 

(105)CH| 7i'\^2l^\. ^A|^(iio)s| U3 ^£|:^K116)-^ LMP Oil A|x|(LMP^setup_complete)7F 

^^^2^. noil c^o^ ga- LMP i>ll>^l^l(LMP_setup_complete)# 7Ha|^(ioo)^I SH ^£|;^K106)^ ^^oh^j 

21^ ^^^ohJi sH&^si-^ oj§# -yatfcK eJ^a^ 7HA|^(ioo)£| SB ^a|xKi06)-c- LMP ofl 

'^l^l(LMP_setup_complete)7F s^^o^:^. o^^g ^S?|c|-. • 

£ 5B^ i!3 ^'ph ^. -aS-g ^e} ^# g7:^iol| cHof 7Ha£^Ai, ojgol ^Soi- g^o|cK ctfaH. 

£ 5Boi| £A|£! \i\9\ ^o|. :'H>^I^{100)^ UH ^^|7:^{106)^^ ^^J^(110)^I &a|xKii6)oj| * 

q|£h o|§ o!oi|o|g(Authentication_Enable)^ "0x01 ^S^Oi SicF. 

o|s^ ^o| ojg o|ojio|#o| -yEHoilAH, o|§orp ;,HA|^(ioo)s| ^^a|xK106)7^ 10)^1 S 

3 &a|xKl16)^ LMP Di|A|x|(LMP_au_rand)# $#^1-23, n^-iJ^dlO)^ il3 ^^£|:^K116)-^ Zloj| 

t^Sf *a oi|A|x|o|| eHi^sj^ eJ§ S3 LMP c«|A|x|(LMP«sres)# eJ#S^ 7||a|^(ioo)o| bjh a£|XKl06)^ 

o|oj| CL^^^ 7HA|^(100)s| ^^^|xK106)-^ ^2 -yS LMP Dl|A|x|(LMP_setup^complete)# 

^<L'^(110)^I 113 ^^a|xKl16)^ ^#^FS-^AH, ^#o}- o^g ^§ lMP Oil A|x|{LMP^setup_complete)-i- Di|sa| 
(105)011 M^-^^y. 4^>d^(l10)^l Da ^^a|xKii6)-^. xfAjo| oj§ oio||o|go| A^^ ojgo| 

^§£|oi €FS LMP Di|A|x|(LMP_setup_connplete)7F ^ajsIS. ^ajS LMP Dil>*^|x|» Dl|Ha|(ii5) 

Oil x^^^£!-c^. zia|21, LMP Di|A|x|(LMP_au_rand)» nM^(^OQ)^ ^B, Sa|xKl06)^ 

?J#S^ 7f]A|^(100)s| H3 ^^a|xKl06)^ -as LMP [>i|A|x|(LMP_setup^comp(ete)-i- ^Ssh -fe^EHoi|Ai oj 
4^A|^(-l-)0)o| ^^a|xK116)m^E^ ?J#S^ LMP i:H|A|x|(LMP_au_rancl)7F ^Aj^iej, zlchi S3 di|a| 
^|o|| sH&^l-^ S3 LMP DUA|x|(LMP.sres)» ^iSfi^ 4=^^(1 10)£| ilH &a|xKl16)^ ^SS^c^K 

^<^^{^^o)2\ na aa|xKii6)^. S3 LMP f>i|A|x|(LMP_sres)7h ^aj£|°^. Di|sa|(ii5)oi| xis-^Fa 

0 €1-^ LMP Oil A|x| (LMP_setup_.com plete)oi| i:HS^^ S3 d1|a|x|o| Di|A|7:|(LMP_setup_comp!ete)# 

ojgs^ 7f|A|^(i00)^l 113 ^^a|xKi06)^ ^mtl ^1, -^^^ a:^|-# #^3ho^AH oj^^ -^SSfcK :'HA| 
^{100)^1 1!3 ^^a|xKi06)^ Diiaal (106)011 xi^^sjcH si-^ o^a LMP Di|A|x|(LMP_setup_complete)of| cH 

S^^ S3 LMP iH|A|x|(LMP_setup_complete):7|' ^Ajsjoj^ ojg 2SaS ^SScK 

aH ^^a|x^^}o| ^loi- oi#«ngi^ ^j^s^ n^\^{^oo) si t^<^^(iio)oi §H3^fe ^d^i 

^(D| iA|£J)S^ gf^Hj g^Olli ^ OIcK 



-^Ajo^ Dl|o|E^s #^A!S ^ S-^IZfal ?^a# ^S§h7| ojg a^^oj| 2loiA-i, 

(a) ^^7| oig ^gg ah^ ^%\9\a\ ^lBop| ^eH a^7| A^qj §-x|^o^ x-i| i oj^^^ t3||A|x|# ^ 

(b) ^^:7| Vi\ 1 oj^^zp D]|A|X|Oi| Clio], oj^ E}i|A|Xt7F ^Aj^Gj^ o4XHa| S^^S-BOil ±^9\ Di|A|X|S At7| a^qH 
(C)^^:^| -fe^^l AHiH ^1 ^ [li|A|X|7|- ^A|£|S, n 1 D1|A|X|7F -^71 Di|A|X|Oi| C||S 

(d) ^^7| {c)tf71Io| *i(3a:iiK -^71 xil 1 Di|A|x|7h ^^7| S& D]|A|7:|7F 0^11. 2 £J#S^ Dl|A|x|o|a. -fe^7| xil 2 £]S 
fi^ Dil>^l^|oi| cH§£|^ E>i|A|x|« A^7| ^^qi ^#o|.^ tMI: 

(e) ^^7| (d)E>:MI ^, ^'•71 A^cn §^A|M-^E^ H 2 D^|A|x|7^ 4^a|£|o4. -y7| 2 DflA|x|7l- a^7| >vgo| oiiAixjoji 

S3 Dil>^l^l2J^I# *il33|-^ 
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KiPRIS(S:>H^&jgS) iillOIXI 8 / 16 

^^7| (b) E^^l^. 

^[n, s^si §^ s=7h ^^7i ^71 e71l7^ oms ^§ -as &s dii^i^is ^^7| dii^o\ Q\\Aix\m.M 

(fl)^^7| ^xHo| A^7| ^71 y7^|o|Dj. A^7| oiggi:^^ ^^^^F7| Soil i!3 7|S tl-Tjim ci 

(12)^^71 ?4XHS| #?£tSH7f AI.71 ^7| E^7i|7^ 0^9. A^7| ^^S§^SA^ A^7| ^^q^ ^ji^o| ojgg 

^SoF^ th7l|# Di Sl^^fe ^S^^ ^h-^ o|§ ah^ 

M\ 1 i,^oii 5ioiAH, M7| (b)t^;^i^. 

(b1)^^7l o!§ ga- Dl|A|x|7f ^Aj^Sj. a^o^21 91^ n Sa^h ^^7| x\\ 1 oigfi.^ Di|A|7:| ^#A| olgoi- |HH 
olS^ho^ Ak7| o|g D«A|x|7h x|# t^^NI; 

(b2)^^7i {bi)t[^isi A^7| oj^ D^lA|x|7^ ^^^w 3^00^^ oi§ ^izHxi£i# i&i-^ ^ifoi-^ 

# ^go^ o^-^ s^izj- -as* ^1^^ ^# ^^a. 

^ifl t^oil SioiAi, A^7| o|^ 

(g)'y7| (c)E^:^|SL| *^|H§:iiK ^^7| xi| 1 D^|A|x|7^ Ak7| ^go| Di|A|x|o|| qig£|^ cH|a|x|o|°3. a^7| oiggx^s s\ 

n 4 *^0i| SiOiAi, A^7| (b) E[7i|fe. 

^^7| ^XHo| §Sf HH7f ^^7| ^7| ^7^1010, ?| ^SS Di|A|X|« A^7| -i.go| Di|A|X|^AH ^^©^gA^ 

^qS-oHH, A^7| QXHSI £ = 7f A^7| S7| cJ-7i|7F OMS &S D1|A|X|# A^7| ^go| Dl|A|7:|^Ai 

fe^7| (g)Eh7i|^. 

(g1)'y7| s^xHoj ^^1- s^7F At7| ^7| E^7j|o|°j. A^7| o|#g7:F» s^^^PI ^oil 7|# -a^^F-^ tt7^l# Cli 
(g2)t^7| #sfs = 7|- A^7| ^7| ^ny\ oHS. 'fe>^7| ojggxFS s^s3^^A^ A^7| ^h:H ^^^o| ojgg 

^-idH^ cilolEiS ^^^m ^ 31^ ^Qopl ^|o} o|g a^^oil SicHAi. 

(a)^^7| -yg^ gi^F^ A^q| ^^*|s^E^ o|§ gx|-# ^S§F7| xi| i oj^^zp. [})|A|;jc|7f ^a|£|qj^ av7| 

Di|A|x|oj| cHgHi^ Dfl^ixi# 

^b)^^:?l (a)B:)|| ^Ol ^^C« SXIS¥El r^SSJ 4^<il£]S, X\t^SX eie i2jS X^|B6^^ 

(c) -y7| X^A|o| ol§ golF. A^2^ ojgol ^S^FS. 'fe>^7| ^§o| Di|A|X|# X^g^§^Jl. XHI 2 £J#S^ D«A|X| 

# A^7| A^cn ^%\^ El^l; 

(d) ^^7| (c)tf:^l ^IS^, -^71 A^CH ^^*|^^E-| A}7| 2 oJ^S^ Di|A|X|CH| CHg£|^ D«A|X|7|- ^Aj£|D4, A^7| (c) 

Ef7i|oi|Ai xi^o^ oi|A|x|o|| cHgsi^ ga D«>^l^l# fe^7| A^cfj ^-gshfiAH A}7| o|^ S 

^# ^^s. 
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.KIPRIS(S5H^&jSS) 2II0IXI 9/ 16 



m 6 i^oii olo^A^, (d) ^n^, 

-fe.^:^! {b)^no\\M ^tlS D^|A|7:|7^ ojg cH|A|x|o|°j, a^^i o^g i}||A|;t|oi| cHgsi^ § 

^ s^s -ysM ^s- ^hs. 

n 6 Ifoil SicHAH, A^7| (cDtl-^NI-^. 

a M^efJl Sit 71 SM# olg^Fo^ A^7| 2 Dl|A|x|o|| cHgsit D^|A|x|7^ 

(d2)^^7| (d1)t[^l^l M\3.^Ji[, '^^7| ga- Di|A|x|7F ^s^F^l a^oo^^ o|g Al^|i7:^^|# ^F-^ o| Sf^^l-t ^ 

-aS^ ^lah ^^a. 
^dH^ c:-||o|E^# ^^-ytf ^ Sit ?^*IZi-^l S^aS -^§§1-71^^ oh ^# g^acHI aicHAi, 

Ai-71 Di|olE-i# #^AIS ^ Sit # ^<ii^l-t 5,^*|oif -yS^lcH Sit ^ISiEaoil ccl-BF QilO|E-j ^^AJS 

SoFt s-xi^}o| A^7| o^a ^1^1- oi^g;^^^ ^foi oig ^oixj Ah^ °jssxhm ^mm ^?j^T» 

a§ofo^ ifi||ji5|-t El-^l* ilJ-^Ft S^^IZi^l 233 -yS-g ^le!- 2lB • - 

^ 10 S-oii SicHAi, A^7| o|^g^|.^ ^^oi-t tMIt ^^7| o)§ a^-i- ^-tjsi-t S-*|oi| ^S^ICH 5Ut ^#3£ao| -fe^ 
^1 ?J§S*F7^ ^a^ioi SiHoj. a^^ht oJS DflA|X|-l- #S§|.0^ A^7| A^ 

^1 10 S-oil 9loiM. -^^71 ^a^&^t E!-:^lt ^^7| ojg oFt S-*|oi| -^S^lcH Sit e!S £Joi|o|M 

SE&1 
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•KlpRlS(e:'H^5^sa) 



21101X1 10 / 16 




l> 
III 
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KipRis(^:'H^5iga) 



IHIOUI 11/16 



A| ar 3 
1 





LMP o|Ajx| 9fi 


* 




LMP n|A|R| 
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